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Introduction 
Corona virus is a new disease caused by covid-19, 
which is currently affecting the lives of people all over 
the world. The outbreak of Covid-19 is one of the global 
health crises. According to the Centers for Disease 
Control and Prevention, Covid-19 is an infectious and 
deadly virus. In different countries of the world, the 

number of people who get infected with the corona vi-
rus and have lost their lives has been increasing in re-
cent years. Therefore, necessary measures are 
needed to reduce the spread of the pandemic virus at 
the global and national level (1). 
According to the statistics of the World Health Organi-
zation, the rate of transmission of the corona virus in 
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the world entered a new level on November 1, 2021, 
because the total number of people infected with 
Covid-19 in many countries exceeded one million peo-
ple. In the published reports, Iran ranks 36th in the list 
of countries with the highest number of corona patients 
in the world. The number of infected people in Iran also 
has the potential to surpass the average number of in-
fected people in the world in the future, if the number of 
new patients is consistently above 7000. According to 
the latest data published by the Special Group for Ac-
celerating the Handling of Covid-19 on November 1, 
2021, the total number of positive cases of Corona in 
Iran has now reached more than 6 million sick patients 
(2). 
The outbreak of Covid-19 has affected different areas 
of life. In the business world, the spread of the corona 
virus is forcing companies around the world to ask mil-
lions of workers to work from home in terms of social 
distancing conditions (3). At least 900 million people in 
42 countries have been asked to stay at home, and the 
shift to virtual work has left vulnerable workers laid off. 
Many employees are quickly adapting to the digital 
transformation, with online video conferencing soft-
ware Zoom reporting a 78% increase in usage and 
Google Meet reporting a 60% increase in user traffic 
during the coronavirus outbreak, where People spend 
2 billion minutes communicating online every day. Alt-
hough businesses need to make this transition as effi-
ciently and quickly as possible, several other conse-
quences that are critical to business continuity are be-
ing overlooked. One of the most neglected cases is the 
impact of Covid-19 on consumer behavior and the mar-
ket. Recently, many management and academic ex-
perts have addressed the issue of the spread of Covid-
19 and its impact, but they generally focused on the 
digital transformation of the workplace (4). Due to the 
"pure urgency effect", people tend to devote more of 
their resources and time to problems (5). According to 
a recent survey of 304 businesses, 42 percent are wor-
ried about revenue. However, most managers, instead 
of taking action to improve the situation, their approach 
in facing the spread of the corona virus is to wait for the 
end of the spread of this disease (4). 
Managers may expect sales to recover only as citizen 
consumption increases after the outbreak ends. How-
ever, this pandemic affects consumer culture to some 

extent and may change the structure of the market. 
Pandemics also affect digital transformation in terms of 
consumer behavior and how businesses adapt to digi-
tal marketing. Therefore, the purpose of this article is to 
examine the business opportunity with digital market-
ing during the pandemic and to examine the perspec-
tive of ethical marketing. Consumer insights during the 
coronavirus outbreak show that the market is shifting to 
digital marketing. The rise of online transactions pro-
vides new opportunities for marketing success post-
Covid-19. 
In the digital age, the transformation of communication 
channels is a challenge for everyone. As the research-
ers stated, "digitalization of marketing is a phase of 
change in the history of communication" (6). Research-
ers state that changes in technology and consumer be-
havior have always been the main drivers of changes 
in marketing strategies. In today's changing digital en-
vironment "speed, communication and complexity are 
very important elements" (7). 
A lot of research has been done on digital marketing or 
online marketing, which provides many definitions of 
digital marketing. According to researchers, digital mar-
keting is a form of direct marketing that connects cus-
tomers with sellers electronically using interactive tech-
nologies such as email, websites, online forums and 
newsgroups, smartphones, etc. Based on this, digital 
marketing is a plan of conventional marketing, tools 
and strategies, in the context of the Internet. The digital 
world and its application in marketing has led to the de-
velopment of channels, formats and languages that 
lead to marketing tools and strategies. The Digital Mar-
keting Institute refers to digital marketing as "the use of 
digital technology to create integrated, targeted, and 
measurable communications that help attract and re-
tain customers while building deeper customer relation-
ships." Digital marketing is a branch of traditional mar-
keting and uses modern digital channels for product 
placement, both definitions are useful; The first is be-
cause it emphasizes the importance of a strategic foun-
dation for any marketing approach that is measurable 
and integrable. It also focuses on relationships and 
communication. The functions of the second definition 
are good for smart strategies and communication. Any 
use of digital marketing should be effective in promot-
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ing products or services (8). Therefore, it can be con-
cluded that digital marketing is the marketing of prod-
ucts or services using digital channels to reach custom-
ers. In other words, the main goal is to promote the 
brand through various forms of digital media. 
Digital marketing has become a new phenomenon that 
unites regulation and mass distribution to achieve mar-
keting goals. The convergence of technologies and 
multiplicity of devices has led to the opening of thinking 
about marketing on the Internet and has pushed the 
boundaries towards new concepts of digital marketing 
that are user-centered, more scalable, inclusive and in-
teractive. Developing digital marketing strategies offers 
great potential for organizations. Digital marketing pro-
vides opportunities for businesses to gain economic 
value through collaboration with stakeholders, custom-
ers, and employees (9). Business leaders should incor-
porate digital marketing strategies into their business 
plans to reduce the likelihood of failure, grow their busi-
ness, and make more profits. Therefore, the ad-
vantages of online marketing are: 

1. economic prices; 
2. targeting different populations simultaneously; 
3. providing products and services easily; 
4. allows customers to easily research products 

and services to speed up purchasing deci-
sions (10). 

Advances in technology provide opportunities for busi-
ness people to evaluate data and use the information 
to increase their productivity (11). The practical use of 
various online tools by business people leads to new 
opportunities (12). The Internet is a reliable source for 
consumers before purchasing products and services. 
Businesses use the Internet as a marketing tool for fi-
nancial success and to help strengthen communication 
with visibility and create online sales channels and so-
cial media advertising to have a powerful way to reach 
different markets for business expansion (13). 
Researchers believe that consumers use Internet tech-
nology to increase the number, which provides oppor-
tunities for businesses to communicate with more peo-
ple through websites and social media sites (14). Stud-
ies also show that 69% of consumers use social media 
to share information about products and services. How-
ever, success in online marketing requires resources to 
create content and build quality followers (15). 

Technology is changing many aspects of business and 
market activities. Technological advancements have 
given rise to a method of exchange called e-commerce. 
The Internet has many attractions and benefits for con-
sumers and organizations. The Internet is also the last 
electronic medium that supports e-commerce and is 
experiencing rapid growth (16). 
The importance of ethical principles in digital marketing 
has attracted a lot of attention due to the elimination of 
commercial barriers, the emergence of technology-ori-
ented companies, and the globalization of markets 
(17). As more and more companies expand their busi-
ness digitally, ethics and ethical practices are becom-
ing major topics of interest, both in academic circles 
and professional groups. Undoubtedly, digital market-
ing is an area where ethical questions are often raised 
as many companies expand their operations into for-
eign markets with different cultures, values, norms, be-
haviors, laws and regulations. give (18 and 19). 
Today, the main concerns in the field of digital business 
ethics are: human rights, labor standards, corruption, 
environmental protection, compliance with financial 
rights and money laundering control (20). Racism and 
discrimination is also a global problem for global busi-
ness ethics (21). Along with the process of industriali-
zation, the search for better business ethics has be-
come a global phenomenon (4). Doing business online 
comes with many difficult decisions, whether you 
should follow the laws and customs of the markets you 
enter, or whether you should follow the local host's laws 
and customs. 
Many ethical dilemmas and conflicts arise in this field, 
and company managers need new guidance (22, 23). 
The structure of this article is as follows. In the first part, 
the concepts of ethics, the theoretical foundations and 
approaches of ethics, and the importance of ethics in 
digital marketing are expressed. In the second part, the 
issues related to ethical and unethical issues in digital 
marketing are discussed. and the forces affecting the 
company are expressed. The goal is to show that an 
ethical behavior creates long-term benefits for the com-
pany and strengthens the company's image online. Fi-
nally, the conclusion about the issue and importance of 
ethics in digital marketing is presented. 
 
Research Methodology 
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This research is based on objective criteria, practical 
and qualitative in terms of execution method. In order 
to collect data, the study of all existing internal and ex-
ternal documents related to the research topic was 
used and the process of data collection continued in 
connection with the discovery and identification of the 
components of the ethical marketing model. The huge 
volume of scientific writings in a special specialized 
field makes it difficult for researchers to use it and up-
date their information. This problem becomes acute 
when there are conflicting reports of research results. 
Systematic review partially solves this problem. That is, 
the huge volume of literature forces researchers to use 
methods such as systematic review to make an in-
formed decision and summarize the results of past re-
search. This method minimizes the biases, because 
the selection and summarization of the past research 
is done based on certain protocols, these protocols de-
termine which research will be included in the study 
and which research with what characteristics will be ex-
cluded from the study. become The steps of the re-
search method in this article include defining the prob-
lem, locating the research selection, critical evaluation 
of the research, data collection, data analysis and pre-
senting the results, interpreting and interpreting the re-
sults, and improving and updating the literature review 
and revisio. 
 
Findings 
During the interview process, the interviewees were 
asked to provide their opinions related to the formu-
lated questions, and as necessary, they were asked to 
provide more and more complete explanations related 
to the question. Each interview lasted between one and 
two hours, and in some cases even answering the 
questions was postponed to the next meeting. Related 
to the topic of the research, it has also been used, so 
that the study of the available sources and documents 
has been done first, and then the interview questions 
have been formulated and implemented. The statistical 
population includes experts (university professors and 
experts) who have sufficient experience and 
knowledge in relation to the research topic. The analy-
sis strategy in this research has been thematic analy-
sis, which was used to extract overarching, organizing, 
and basic themes by using the conducted interviews. 

The model extracted from the opinions of experts in-
cluded 7 criteria for the digital marketing model, which 
were: 

• Determining the boundary between ethical 
and unethical issues 

• Environmentalism 
• Development of information technology 
• Government regulations 
• Attention to the disadvantages of consumer-

ism 
• Influence effects of digital marketing 
• Attention to the social responsibility of compa-

nies. 
Some issues are on the border between moral and 
immoral issues. These distinctions depend on nation-
ality and cultural backgrounds. The problem here is 
that the word good has different interpretations and its 
scope is vague and there is no standard line for it. 
This issue is more complicated in digital marketing. In 
addition, according to the researchers' point of view, 
national, geographical and political categories are not 
an objective basis for measuring values, maintaining 
ethics in digital marketing is an important concern 
(24). 
As some interest groups gain more power to influence 
business behavior, the consumers who use the prod-
uct are the only factors that influence the company's 
marketing decisions, other stakeholders that are af-
fected by the activities of the company. company, em-
ployees, society, shareholders and media. 
Consumers are usually more aware of the company's 
ethical behavior when deciding to buy a product or be 
loyal to a brand. The researchers believe that we are 
currently living in the age of ethics, and thus society's 
expectations of marketers have changed, and market-
ing managers must consider the well-being of groups 
that are affected by their marketing decisions and re-
spect them. let them Today, beneficiaries with better 
education have more thoughts and expectations. They 
process information and make decisions based on op-
tions that affect companies. Therefore, the method of 
using the product, the production process, advertising 
activities, etc., may require a specific cultural and envi-
ronmental moral concept of a country so that product 
or service is accepted. 
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Figure 1: Ethical digital marketing model 

 
 

With the help of information technology, the world has 
become smaller and problems caused by inappropriate 
information have decreased, as a result, the speed of 
quick access to the data of interest and interest has in-
creased. This is the reason why ethical behavior is vital 
and necessary for company decisions. 
In the late 20th century, environmental ideas grew in 
popularity and recognition. This issue is not only due to 
the significant destruction of the environment but also 
due to the growing awareness of the world's citizens. 
Contributors to environmental issues have increased in 
many countries and these have significant implications 
for product marketing policies. Currently, many organi-
zations such as the Commission for Environmental Co-
operation, the European Environment Agency support 
the development of environmental policies. Currently, 
many companies are setting up corporate strategies to 
respond to these issues. For example, Ford has 
adopted ISO 4001 environmental standards as a global 
standard, and Sony has taken environmental consider-
ations into account in its production planning (25). 
Most people and groups are consciously looking for 
ways to protect consumer rights and interests. Their 

main idea is to develop consumer interests from short 
term to long term. The formation of consumer organi-
zations helps customers to make better choices in the 
market and leads to the reduction of unethical market-
ing behaviors such as deceptive pricing. 
The law plays an important role in raising consumer ex-
pectations of ethical marketing behavior. Governments 
try to take advantage of legal procedures to protect 
consumer rights in the long term by creating specific 
laws and regulations. For example, the government 
may require businesses to disclose detailed infor-
mation about products, especially when it is a public 
health or safety issue (26). 
Digitization and removal of trade barriers has led to the 
creation of powerful digital organizations such as the 
World Trade Organization, the European Union, etc. 
These organizations, which are the result of coopera-
tion between a number of states, the purpose of their 
creation is to establish regulations and laws to oblige 
all member states to comply with a common set of eth-
ical norms and standards. 
In order to create financial and social returns, the ethi-
cal concept should be included in the daily business 
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activities, technology-oriented companies should try to 
create an ethical concept while maintaining social pro-
fessional characteristics (27). 
 
Discussion 
Digital marketing has grown rapidly. Advances in in-
formation technology have changed many aspects of 
business, marketing activities, and methods of online 
exchange. During the Covid-19 pandemic, busi-
nesses have transformed transactions through digital 
marketing. During the pandemic, the growth of digital 
marketing has accelerated, which affects the chang-
ing behavior of consumers towards online transac-
tions. However, digital marketing development should 
follow and be guided by ethical values. 
Consumers living through a pandemic can change, 
and the changes can persist long after the outbreak is 
over. According to a recent survey, 46 percent of re-
spondents plan to cut spending during a pandemic. 
Although demand is increasing in certain categories 
such as food or home appliances, discretionary 
spending is expected to decline as about 60 percent 
of respondents plan to cut spending on consumer 
electronics or vehicles. Managers may expect sales 
to improve somewhat as the situation subsides. 
Whether and how many customers will return after a 
pandemic may depend on how well the business 
adapts to the consumer culture that develops be-
cause of a pandemic. 
Today, marketing managers should try to bring more 
marketing ethics into their business. Marketing ethics 
refers to the ethics in the field of interaction between 
the company and the customer, because the ethical 
behavior determines how customers perceive the 
company, plays a major role. 
Ethical marketing helps to establish long-term rela-
tionships with customers, build company goodwill and 
strengthen brand value, so the most effective way of 
digital marketing is to consider ethics in order to main-
tain profits in the long run. It means that the use of 
ethics to increase the satisfaction of stakeholders 
leads to brand loyalty and thus increases profitability. 
With the ethical consumer, companies are expected 
to show more responsibility for their performance in 
the business world. A company must follow unwritten 
ethical rules and apply pressure from stakeholders to 

determine an ethical practice. Doing this will not only 
strengthen the image of the company but also bring 
many benefits in the long run. One of the aspects that 
should never be forgotten in digital marketing is cul-
tural sensitivity, which has a great impact on the suc-
cess of companies in the markets they intend to enter. 
Ignoring ethical obligations for the company has many 
negative consequences. Today's companies depend 
more than ever on the power of public opinion. 
Among the limitations of the current research is the 
limitation of library resources and related researches 
in this field, due to the novelty of the research and the 
limited number of researches in the field of the current 
research in the country. Also, the outbreak of covid-
19 caused the research data collection process to 
face time constraints. In line with the obtained results, 
it is suggested that managers and owners of digital 
businesses consider the key issues related to digital 
marketing ethics and try to develop it at all levels of 
the company. Also, companies can use ethical mar-
keting methods as a way to gain customer trust and 
develop ethical marketing. 
 
Conclusion 
Among the limitations of the current research is the 
limitation of library resources and related researches 
in this field, due to the novelty of the research and the 
limited number of researches in the field of the current 
research in the country. Also, the outbreak of covid-
19 caused the research data collection process to 
face time constraints. In line with the obtained results, 
it is suggested that managers and owners of digital 
businesses consider the key issues related to digital 
marketing ethics and try to develop it at all levels of 
the company. Also, companies can use ethical mar-
keting methods as a way to gain customer trust and 
develop ethical marketing. 
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